INTERDEPARTMENTAL
MEMORANDUM OF UNDERSTANDING
BY AND BETWEEN
THE SPRINGFIELD PUBLIC SCHOOLS
AND THE
SPRINGFIELD POLICE DEPARTMENT
REGARDING ACCESS TO SCHOOL SECURITY CAMERAS

This Memorandum of Understanding (“MOU”) is made by and between the CITY OF
SPRINGFIELD POLICE DEPARTMENT (“SPD”), acting through its Superintendent of Police,
and the SPRINGFIELD PUBLIC SCHOOLS (“SPS”), acting by and through its School
Committee, and is effective upon execution.

1. General Principles

This Memorandum of Understanding (“MOU”) establishes the exclusive terms under which the
SPD may access and use video images from SPS security cameras to respond to public safety
emergencies and for bona fide law enforcement purposes. The access is intended to enhance the
safety and security of students, staff, and the broader community. This MOU does not confer any
additional rights or responsibilities beyond those expressly stated herein and will become effective
upon execution of the agreement.

The parties understand that the SPD may have the need to access live and recorded video images
from SPS security cameras for bona fide law enforcement purposes, such as a police investigation,
public safety emergency response, and for promoting school and public safety and the physical
security of students, school staff, and citizens,

The parties further understand the need to protect student privacy and that video images maintained
by SPS that are directly related to a student or group of students have been determined to be student
education records pursuant to the Family Educational Rights and Privacy Act, 20 USC 1232g
(“FERPA”), M.G.L. c. 71, § 34D, and 603 CMR 23.

It is further understood that SPS may disclose video images of students to the SPD if it determines
that there is an articulable and significant threat to the health or safety of a student or other
individuals. Furthermore, it is understood that SPD may only use the video images of a student or
group of students for the purposes for which the disclosure was made.

Other than the circumstances described in this agreement, the SPD may not access SPS security
cameras to conduct surveillance on SPS students or staff.

School Resource Officers (SROs) do not have log in credentials to access the SPS security camera
video images; however, they may view video images from SPS security cameras while working
with the SPS Safety and Security Office.

This MOU is not intended and does not alter or conflict with the parties’ agreement regarding the
use of SROs in Springfield Public School buildings. That relationship is governed by the School



Resource Officer Memorandum of Understanding Between the Springfield School Committee and
the Springfield Public Schools and the Springfield Police Department.

11. Definitions

A public safety emergency is an incident or situation that poses a threat to human health or safety,
or which may result in serious property damage which shall include, but is not limited to:

Active threats or intruders on school grounds;

Natural disasters requiring coordinated response;

Events involving fire or the release of hazardous substances;

Significant medical emergencies requiring law enforcement coordination;

Situations involving violent acts, a hostage crisis, or other incidents posing an immediate
threat to the safety of individuals on school property; and

e Situations where a student or students are reported missing or there are concerns of an
abduction occurring on or near school property.

"Access" refers to the ability to log in with a username and password to SPD’s Motorola Platform
to connect to and view stored and live video images from SPS security cameras.

A non-emergency law enforcement investigative purpose refers to activities conducted by law
enforcement agencies that are aimed at investigating potential or actual violations of laws or
regulations but do not involve immediate threats to public safety, life, or property.

A bona fide law enforcement purpose refers to a legitimate and lawful objective directly related
to the prevention, investigation, or prosecution of criminal activity, or the protection of public
safety, as undertaken by a duly authorized law enforcement agency in compliance with all
applicable federal, state, and local laws and regulations.

The SPD Real Time Crime Analysis Unit of the Real Time Analysis Center (RTAC) consists of
civilian employees of the Springfield Police Department (SPD). The mission of the RTAC is to
provide timely, accurate, and actionable information to officers responding to calls for service,
enhancing officer safety, operational efficiency, and the overall response to incidents.

The SPD Video Analysts Unit comprises one civilian and one detective who collaborate to
analyze video footage and other actionable information. Their work supports criminal

investigations and other bona fide law enforcement purposes.

The SPD will ensure all personnel accessing SPS cameras adhere to applicable data security
protocols to maintain confidentiality and integrity of the SPS camera data.

JIIR Location of SPS Security Cameras

SPS has security cameras installed on both the exterior and interior of all SPS school,
administrative, and facility buildings. Inside school buildings, cameras are positioned in hallways,



gyms, stairwells, and cafeterias. To ensure privacy, no cameras are placed in classrooms,
bathrooms, or locker rooms.

IV. SPD Access to SPS Exterior Security Cameras

Civilian SPD Real Time Crime Analysis staff and SPD Video Analysts may access live and stored
video images by security cameras located on the outside or exterior of SPS buildings for bona fide
law enforcement purposes only, including during a public safety emergency.

V. SPD Access to SPS Interior Security Cameras

Live or stored video images from the SPS interior security cameras may only be accessed under
the following limited conditions:

a. Public Safety Emergency

Only civilian SPD Real Time Crime Analysis staff may access the live feed from
the interior SPS security cameras and solely for the purpose of responding to a
public safety emergency. In such a public safety emergency, the SPD RTAC
Supervisor or SPD designee responsible for coordinating the SPD response shall as
soon as practicable, notify the SPS Superintendent, SPS Director of Safety and
Security, or the SPS Superintendent’s designee, that SPD has accessed the interior
security camera(s), and provide the details of such access — date, time, location, and
reasons for access. Notice provided verbally shall be confirmed in writing within
24 hours.

b. Non-Emergency Law Enforcement Investigative Purpose

SPD Video Analysts may access stored video images from SPS interior security
cameras as part of a non-emergency law enforcement investigation provided only
that SPD receives prior approval from the SPS Superintendent, SPS Director of
Safety and Security, or the SPS Superintendent’s designee, to view such interior
camera data.

c. Law Enforcement Trainings

SPS Interior cameras may be accessed by the Real Time Crime Analysis staff, the
SPD Video Analyst, and/or SPD officers and supervisors for the purpose of law
enforcement training provided that the SPS Superintendent, SPS Director of Safety
and Security, or the SPS Superintendent’s designee, provides prior approval of such
access. Law enforcement training will include but is not limited to public safety
emergency response as described in Section II above. Law enforcement trainings
will not occur with students present in the school building.



VI

VII.

Notification and Documentation of Access to SPS Cameras

The SPD utilizes the SPD Motorola Platform to connect to the SPS cameras. The SPD
Motorola Platform requires a user-name and password to login in order to access a
security camera.

SPS maintains the ability to audit every instance when an exterior and interior security
camera is accessed. This includes but is not limited to the name of the person who
accessed the SPS security camera(s), which camera or cameras were accessed, and the
date and time the camera(s) was accessed.

The SPS School Committee, may at any time, request from the SPS Superintendent,
SPS Director of Safety and Security, or the SPS Superintendent’s designee, a copy of
the audit trail to review the number of times the SPS security cameras were accessed by
the SPD.

Data Retention

a. SPS will maintain all data collected by the SPS security cameras. The SPD will not
record or retain any video accessed by SPD through the SPS security cameras,
except by the process provided in paragraph VII (b) below. Notwithstanding
anything to the contrary set forth herein, SPD may capture and retain a still image(s)
when accessing the SPS security cameras for an immediate bona fide law
enforcement purpose.

b. Upon written request, the SPS Superintendent, SPS Director of Safety and Security,
or SPS Superintendent’s designee, may provide a copy of video images captured
by the SPS cameras (exterior and interior) to SPD officers and supervisors
responding to or in good faith investigating an incident depicted in such images and
recordings, and such other SPD officers, supervisors and personnel designated by
the Superintendent of Police, provided the data is needed for a bona fide law
enforcement purpose.

c. SPS retains the right to reproduce data captured by SPS cameras (exterior and
interior) to the district attorney’s office, law enforcement agencies, or other third
parties upon receipt of a court order or lawful subpoena.

d. No video images from the SPS security cameras shall be used by SPD for any
purpose other than a bona fide law enforcement purpose, or in response to a court
order or lawfully issued subpoena.

e. No video images from the SPS security cameras depicting a student or student(s)
will be released to a person or entity not a party to this Agreement, or redisclosed,
without prior authorization from the student’s parent/guardian and in compliance



VIII.

IX.

XI.

XII.

with FERPA, M.G.L. c. 71, § 34D, and 603 CMR 23, unless otherwise required by
a court order or lawfully issued subpoena.

By entering into this Agreement, SPS is not acting as an agent of the SPD, and no agency
relationship is conferred on SPS by the terms of this Agreement.

The SPD agrees to hold confidential the SPS password and router information provided
to the SPD to allow the SPD to access SPS security surveillance cameras for the above
referenced purposes.

Term: This Agreement shall remain in effect for a period of five (5) years, unless earlier
terminated by either party on thirty (30) days written notice to the other party.

Breach of Agreement: Any breach of this Agreement by SPD personnel, including
unauthorized access or use of SPS security cameras or video images, may result in
immediate termination of access rights.

Amendments: The parties may amend the Agreement by mutual agreement, in writing,
and signed by all parties listed on the signature page below.

IN WITNESS WHEREOF, the City of Springfield Police Department, acting by and through its
Superintendent, and the Springfield Public Schools, acting by and through its School Committee,
have executed this Memorandum of Understanding, as of the date the same is signed by all parties
listed below.

FOR THE CITY OF SPRINGFIELD POLICE DEPARTMENT:

Approved:

Lawrence Akers
Police Superintendent

Date Signed:

Approved as to Form:

Name, City Solicitor

Date signed:




FOR THE SPRINGFIELD PUBLIC SCHOOLS
Approved:

Dr. Sonia E. Dinnall
Superintendent of Schools
Date signed:

SPRINGFIELD SCHOOL COMMITTEE

Approved as to Form:

an C. Kee,
Ian Keefe v

Legal Counsel for School Committee
Date signed: March 18, 2025
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